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AN INTERNET VOTING SYSTEM PROPOSAL FOR THE CENTRAL
ELCTORAL COMMISSION OF THE REPUBLIC OF ALBANIA

ABSTRACT

Advisor: Igli Hakrama
The notion of "vote" has been present for more than 2500 years since the Athenian
democracy originated in Ancient Greece. Back then, only a small percentage of the population
was allowed to vote (adult male citizens). Presently, in the 21 st century, the conception of voting
and what it signifies for people all around the world has changed and significantly advanced.
The massive update voting is undergoing in recent times is the implementation of online voting
practices in various countries of the world.
In Albania, the process of voting is done the conventional way. This traditional election
is accomplished through three main phases, which consist on verification of identity, secret
ballot, and lastly ballot count. Judging by past elections, manual voting has not been very
reliable, and without any doubt, it has exhibited instances of voting violations and other harmful
vices. By allowing the continuation of paper-based voting, it is much easier for bribery to occur,
which results in the people's voice not being clearly heard or drowned out entirely by fraud.
Hence, opposing the whole notion of democracy, where people's wish must be the foundation
of every election system. On the contrary, an Internet Voting System, if implemented accurately,
can offer a much more secure, convenient and cost-effective voting channel to the citizens.
IV

This project intends to assess the potential of the introduction of up-to-date voting
technologies in the Republic of Albania. The main intention is to consider the achievability of
developing and implementing a remote Internet Voting System, while also taking into
consideration the legal, demographic and economic aspects of the country, to achieve the most
complete and efficient results.
This project was developed in three main stages including:


the review of the most efficient Internet Voting Systems implemented in other
countries;



the analysis of the legal, social, political, technical and economic conditions of
Albania, using accessible documentation and personal observation;



the analysis and design of the demo Internet Voting System Software.

Key concepts: vote, election, internet voting, voting system, traditional voting,
technology.
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ABSTRAKT

Udhëheqës: Igli Hakrama
Nocioni i “votës” ka ekzistuar për më shumë se 2500 vjet, që në kohën e fillimi të
demokracisë athiniane në greqinë e lashtë. Në atë kohë, vetëm një pjesë e vogël e popullsisë
mund të votonte (meshkujt në moshë). Tanimë, në shekullin e 21, koncepti i votimit dhe ajo
cfarë përfaqëson për popujt kudo në botë ka ndyshuar dhe avancuar shumë. Avancimi më i madh
që po perjëton procesi i votimit në kohën moderne, në shumë vënde të botës, është implementimi
i praktikave të të votuarit duke përdorur internetin.
Në Shqipëri, procesi i votimit bëhet në mënyrën tradicionale. Zgjedhjet realizohen në tre
faza kryesore, që konsisitojnë ne verifikimin e identitetit te votuesit, votimi i fshehtë dhe
numërimi i fletëve të votimit. Duke gjykuar nga zgjedhjet e mëparshme të kryera në vend, votimi
manual nuk ka qënë shumë i besueshëm, dhe pa dyshim ka pasur raste te shkeljeve te rregullave
te procesit të votimit. Duke lejuar vazhdimësinë e procesit tradicional të votimit, mundësia që
të vazhdojë të ekzistojë fenomeni i korrupsionit është e lartë, gjë që rezulton në mos dëgjimin
sic duhet të zërit të popullit. Kjo gjë kundërshton thelbin e demokracisë, ku dëshirat e njerëzve
të thjeshtë duhen të jenë themeli i çdo sistemi zgjedhor. Në anën tjetër, një Sistem Votimi që
përdor Internetin, nëse zbatohet në mëyre korrekte, mund të ofroje një kanal votimi më të
sigurtë, më të favorshëm dhe me më pak shpenzime për qytetarët.
Ky projekt synon të vlerësoj potencialin e prezantimit të teknologjive moderne të votimit
në Republikën e Shqipërisë. Qëllimi kryesor është realizimi i krijimit dhe zbatimit të një Sistemi
Votimi në Internet, duke marrë në konsideratë edhe aspektin ligjor, demografik dhe ekonomik
të vëndit, për të arritur rezultate të plota dhe efiçente.
VI

Ky projekt u zbatua në tre faza, duke përfshirë:


rishqyrtimin e Sistemeve te Votimit në rrjet, të përdodura nga vëndet e tjera;



analizën e kushteve ligjore, sociale, politike, teknike dhe ekonomike te Shqipërisë, duke
u bazuar në dokumentacione të lejuara si dhe vëzhgimet personale;



analizën dhe dizenjimin e një Sitemi Votimi Interneti.
Koneptet kryesore: votë, zgjedhje, votim në internet, sistem votimi, votim tradicional,

teknologji.
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CHAPTER 1 - INTERNET VOTING
1. INTRODUCTION.
Albania, for a period of almost five hundred years under the Ottoman Empery,
proclaimed its Independence on 28th of November 1912. This recognition as an independent
state came as a result of a lot of struggles and dangers for the Albanian people, especially during
the Balkan Wars and World War I.
Almost ten years after the establishment of Albania as an independent state in the city
of Vlora, Albania started operating as a vulnerable country, firstly as a Republican state and
then as a monarchy until the year 1939, when Italy conquered it.
The ending of WWII found Albania liberated by the Nazis and the Italians, but in a
dictatorial regime, that in first sight considered itself as a republican regime. Unfortunately, this
communist dictatorship lasted more than in any other country in Eastern Europe, for almost 45
years. In the same way, even the transition towards a consolidated democracy is taking a long
time for our country, nearly 30 years, and still counting.
Since 1999, when the new Constitution entered in power, Albania has been a
Parliamentary Republic with 140-member unicameral parliament and executive power
exercised by the government, led by the Prime Minister.
For the last 20 years, there have been many political parties, who have participated in
national and local elections, but the most influential actors judging by the results over the years
have been the Socialist Party (Partia Socialiste - PS), the Democratic Party (Parita Demokratike
- PD) and the Socialist Movement for Integration (Levizja Socialiste per Integrim - LSI).
However, the political climate has remained characterized by a longstanding mistrust between
the position and the opposition, which recently proclaimed that they would not participate in the
upcoming elections unless several demands were met, including the electronic voting.
And so, the E-Voting is seen to be a possibility to surpass the considerable obstacles in
the administration of the electoral process, from the identification of the voters, the fair and
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uninfluenced voting to the final results, which in the past elections has taken a lot of time, days,
weeks, and even months.
Internet voting would be ideal for our country, mainly because it would also make
possible the inclusion of the Albanian population who lives and works in European Union
Member States, such as Italy, Greece, Belgium, Germany, etc., but also in faraway countries
such as Australia, Canada, USA, etc. Their individual decisions will be fundamental for the
future of Albania, a prospect which must be as a member of the European Union.
However, in order to be certain that Albania as a legal state possess all the necessary
conditions for implementing an Internet Voting System, a thorough analysis about all aspects of
a trust-worthy election process shall be conducted. The chart below depicts all the elements
needed to be consider beforehand.

Figure 1 Pyramid of Trust [3]
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CHAPTER 2 - LITERATURE REVIEW
1. INTRODUCTION
When considering electronic and Internet voting it is necessary to have a clear idea of
the definition firstly. The Council of Europe defines electronic voting as “the use of electronic
means in at least the casting of the vote.” [1] By now, information and communication
technology (ICT) is being used to facilitate almost every area of our lives. Also, its application
in the election process is continuously expanding in many parts of the world. When addressing
the use of the Internet and ICT in the election process, different countries have taken different
approaches. Some countries, including Albania, use web-pages to show election results, while
still maintaining the conventional voting system. Other countries, like Brazil, use offline voting
machines to collect votes and then quickly count them. One of the most compelling cases is one
of Estonia, where Internet-connected personal devices are used to cast votes.
The definition stated earlier makes it apparent that there is more than one way when it
comes to electronic voting. The analysis of election systems around the world identifies four
main types of usage of electronic technology in conducting elections. [2] These models include
the following:


Electronic voting machines.



Ballot scanning machines.



Handheld scanning devices (e-Pen technology)



Remote voting using the Internet and standard personal devices

(smartphones and personal computers)

2. ELECTRONIC VOTING METHODS
Electronic voting machines.
With electronic voting machines, also recognized as direct-recording electronic voting
machines (DRE) voting can take place on the Election Day, in the appointed voting kiosks. One
of the benefits of this practice is that the machines are highly time-effective, permitting for fast
3

vote collection and counting. Moreover, they are not network-dependent, which means that the
machines can perform offline. Then again, it can be considerably expensive to build and deploy
them on voting spots all across the country, and since they are not utilized for a long time amidst
elections, safekeeping and maintaining issues may arise. [2] The implementation of this method
requires further voter education and additional technical personnel may be needed to support
the voters onsite. Another issue with DRE is that the software used can become outdated over
time. [3]
Ballot scanning machines
This voting practice is still viewed as paper-based, but technology is heavily involved in
the counting process. The most used ballot scanning method is also known as the punch-card
voting system, where the voters using a provided device, punch holes next to the name of the
candidate of choice. After punching the hole, the voter may feed the vote into an electronic
scanning device at the voting site. [1] Considering the process is quite similar to the manual or
traditional voting system, there is no need for voter education. Ballot scanning machines have
proven to be reliable and secure, while still generating fast results. As mentioned in [3], one of
the downfalls is that the ballots need some modification, and this concurrently with the
implementation of the machines in each voting place can be a tad expensive.
E-pen technology
These systems use ballots on digital paper. A tiny camera incorporated in pen, which can
recognize where the voter has marked the digital ballot. All the ballots are dropped in ballot
boxes, and the pen is returned. This process is nearly identical to traditional voting, which makes
it effortlessly understandable by the voter. [4] Another advantage over the traditional way is that
the counting is completed much faster. Nevertheless, the accuracy level has not proven to be
100% in all circumstances. If the scanning method fails, counting can always be done manually,
as the ballots are also collected in the voting station.
Internet voting
Internet voting indicates the use of the Internet to cast and transmit the vote. Remote
voting using the Internet means that no specialized hardware is required and the voter can cast
their vote from virtually everywhere, as long as they have an internet connection. This system
4

shall be used as an alternative voting channel, indicating that the traditional channels are not
affected. Amongst other advantages internet voting offers is that to use the system all the voter
needs is some basic IT knowledge. [4] As specified earlier this remote voting is network
dependent, which means that it might raise much uncertainty when it comes to security issues.
In this project as mentioned, remote internet voting is taken under consideration, as
voters who do not reside in Albania are not capable of benefiting from other Electronic voting
methods, including electronic voting or scanning machines.

3. INTERNET VOTING ADVANTAGES
A considerable number of countries are currently using, or at least seriously considering
using Internet Voting for several reasons, [5] including the following:


empowering citizens with different disabilities or those having difficulties being

physically present in the voting station, to vote by themselves and in secrecy, thus,
widening access to the voting process;


facilitating the participation of all citizens who are qualified to vote, including

military workers and individuals who live abroad;


leading to quicker, more reliable results, considering human error is excluded;



making the vote casting process comfortable for the voter;



permitting voters to cast their vote from a place other than their voting station;



increasing participation and voter turnout in elections by introducing additional

voting channels;


offering a better service and providing more options to the citizens, by offering

a variation of voting channels;


providing long term cost effectiveness for the electoral authorities, by decreasing

labor hours and printing expenses;


reducing family voting/vote selling by allowing multiple voting, where only the

latest one is deemed acceptable.
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4. INTERNET VOTING AROUND THE WORLD
In this section, the project will present an overview of the most notable examples of
remote Internet Voting Systems implemented in different countries, in order to get an idea of
how legally restricted elections are held utilizing advanced technological methods.
4.1 Estonia
In 2005, Estonia was the first country in the world to introduce the innovative solution
of Internet Voting (also known as I-voting) in nationwide elections. [17] While the last Estonian
parliamentary elections, held in May 2019, set a new milestone as approximately half the
counted votes were cast online, 247,232 out of 561,131. [5] The table below shows how the
participation in online voting has increased in Estonia over the years.
Table 1 Online Voting Participation in Estonia

No.

Year

Type of Election

% voted online

1.

2005

Local election

1.9

2.

2007

General election

3.4

3.

2009

Local election

9.5

4.

2009

European election

14.7

5.

2011

General election

15.4

6.

2013

Local election

21.2

7.

2014

European election

31.3

8.

2015

General election

30.5

9.

2017

Local election

31.7

10

2019

General election

43.8
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Electors can vote in the system as many times as they wish throughout the advance
period; however, only the latest vote will be calculated in the final election outcomes. The main
objective of this policy is to prevent voting fraud.
The achievability of Internet Voting in Estonia is firmly based on the use of digital ID
cards, which permit citizens to securely sign documents and also make use of most government
services online. [6] I-voting is conducted throughout a designated pre-voting period, usually
from the tenth until the fourth day before the election. On the election day, it is not possible for
anyone to vote using the Internet Voting method.
The I-voting process is considerably simple. To participate, the voter needs a computer
or smartphone connected to the Internet and a digital ID-card or mobile-ID with valid PINs.
Citizens need to inject their ID card into a smart reader connected to their chosen device. Using
a four-digit code (PIN1), the user identifies themselves to the system, after which the system
confirms whether the voter is eligible according to age and citizenship to vote in the election. If
positive, the e-voting system reveals the list of candidates for the voter's district. [5]
After this process is completed, voters can view the list of candidates and vote for the
individual or political party they fancy. To cast a proper vote, the voter must make a choice and
then insert a different five-digit code (PIN2). In 2011, voters could also identify utilizing
Mobile-ID, which requires a distinctive mobile phone SIM card with security certifications and
two PINs. The process thereafter is the same as voting in the system using the digital ID card.
While endorsed correctly, the Internet vote is cast and transmitted to the server where it
will be counted at a later time. The voter's identity is separated from the ballot before it arrives
at the Electoral Commission for the counting process, thereby assuring anonymity. Moreover,
each vote holds a timestamp, and therefore if needed, it is feasible to confirm later whether the
vote was delivered to the collecting server. [5] After the election is completed, the encrypted
votes are separated from the digital stamps that identify the citizen. Only then the internet votes
are counted. The policy is that no vote containing personal identifying information is considered
in the counting process.
It is important to note that e-voting is not the main voting channel in Estonia, as the
traditional voting process still has priority over the online one, meaning that even if the voter
7

has voted before in the system, the one that will be counted is the vote cast in the voting station.
Additionally, to avoid votes being corrupted or forced, citizens are allowed to log into the system
and vote multiple times, as solely the last one is to be considered.
4.2 Canada
Online voting in Canada has been adopted mainly for regional elections, where
municipalities are allowed to choose whether or not to use online voting. The number of them
that have implemented the online voting system has approximately doubled with each election
conducted since its first implementation. The main reasons most of the municipalities refer to
for choosing the voting reformation involve accessibility, increases in voter turnout, and also
convenience. [7] Other essential services granted to the municipalities, concurrently with the
Internet Voting system, include data cleansing; authentication PIN generation; training; and,
onsite assistance.
In Canada, voters have three different options accessible to them: the Internet Voting,
Telephone Voting and also the paper-based one. The Internet and Telephone Voting solutions
are available to electors in a prior Election Day voting time-period, with the purpose of
increasing voters' turnout and also voters' satisfaction. According to a 2015 study, municipalities
that adopted internet voting saw that 96% of those surveyed were satisfied and assured with the
voting system. [8] Opposed to other models of remote voting such as telephone voting and
voting by mail, voters regard the online solution to be the safest option.
4.3 Switzerland
The Switzerland model, also known as the Geneva System, because it started there, is
interesting to overview for several reasons. To begin with, Switzerland has established a
consistent legal and constitutional framework supporting Internet voting. Furthermore,
considering that Switzerland was one of the leading nations to implement an Internet voting
system and through the considerable number of elections conducted, it has gained quite a lot of
experience. [9] Therefore, through gradual progress, it has been capable of developing an
advanced and controlled system.
Motives for implementation in Switzerland were to increase voter convenience and boost
voter turnout, which is considerably low. Moreover, Switzerland has a significant population
8

percentage that lives abroad (10% of the entire population) to which online voting could promote
voter access and convenience.
In the Geneva model, an information card is mailed to the voter. The card can be utilized
for in-person paper voting or postal voting. [9] Inside the card, the voter will find; a sixteendigit voting card number that identifies the election; a six-digit authentication code covered with
a scratch-away layer; a six-digit finalization PIN; and a set of four-digit verification codes.
It may seem like all these codes and PINS can be overwhelming for the voter, but they
assure the security and the anonymity of the vote.
Going forward, the Swiss government plans to use online voting in elections of all levels.
It took many years before the government was prepared to implement internet voting at the
national level, and this was achieved through several scientific analyses and developments. It is
crucial to highlight that it is a long process, but the sooner it starts, the sooner we will get there.
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CHAPTER 3 - SITUATION OVERVIEW
1. OVERVIEW ON THE ELECTORAL SYSTEM OF ALBANIA
The electoral system for the general elections since 1991, when the first pluralist
elections were held after almost fifty years and until the year 2008, has been mainly a majority
system, or a majority system converted with a proportionate part. [10] Because of the many
issues reported in 2008 by the majority and the opposition, this system was changed to a
proportional election system on a regional basis with closed lists.
The system on itself does not seem to be the major problem for the Albanian voter and
the voting process as the foundation of democracy and the legal state. The issues of the majority
system are closely related to the so-called "the strong guys" of the neighborhoods or villages
who deviate the will of the electors by getting the parties' leaders to put them on top of the
election lists, making the people's representatives even more connected to the parties' leaders
and their best interest. The main problem remains the excessive politicization of the election
administrate putting militant party supporters as supervisors and counters.
The solution, as it is done in the other developed countries with a consolidated
democracy, would be:
1. The employment of professionals as part of the electoral administration.
2. The use of information technology as a condition for dealing with several issues and
obstacles that the election processes are facing in Albania.
Referring to the later, in recent years there have been several tentative to digitalize some
specific process, related to the transparency of the vote counting, as it has been the video
recording of the counting process. Since 2009 it has progressively increased the time needed to
count because every vote needed to get scanned and presented on the screen. The time required
to calculate the ballots and announce the results was extended to weeks and even months,
making the process inefficient both because of the reason that the time it required was too long
and also because of the high costs needed to implement the scanners and screens, which were
never very reliable.
10

On the election of the year 2013, two pilot projects, based on the changes of the Electoral
Code of 2012, were included in the elections:
1. The verification of the identity card in Tirana and
2. The electronic counting of the ballots in Fier.
Unfortunately, their failure, not because of the technology itself, but because of the
inadequate way it was used, together with the video recording of the counting process, have
been used to anathematized the use of information technology in elections. However, in my
opinion, from the utilization of technology in elections, Albania might obtain a trusted voting
system, accurate and with real-time results.
Digitalizing components of the voting process would serve as the primary step to
eliminate several issues that have become gangrene for the election process in Albania,
mentioned these many times even in the reports issued by OSBE/ODIHR. [10] Subjects such as
the matriculating ink and its quality (can it be erased or not, has the finger been inked or not,
etc.) find a solution with the identification of the voter in a biometric way, using their
fingerprints.
The state of Albania has the identification and biometric data of its citizens, above the
age of 16, and they are recorded together with their fingerprints. These personal data are
administered on account of the Ministry of Internal Affairs from the concessionaire of the
production of identity cards and passports, ALEAT company. [14] This company, in the
execution of the law, can provide this data to the Central Election Commission to identify and
authenticate the electors. The biometric verification also overcomes other doubts:
- Does the election commissioner verify every security element of an identification card?
- Can the election commissioner verify with certainty that the photo presented on the
card belongs to the person voting?
The electronic device and the system, in general, do not disappoint on biometric
identification, because with the fingerprints, the system detects one and only one individual or
voter. Consequently, the technology allows for the exact verification of the identity of the voter,
and so he/she votes uniquely because the same person cannot vote more than once. Even in the
11

case that the individual attempts to vote for a second time, the system will not allow such a
thing, and the person can easily get caught and be prosecuted by the authorities. This manner of
identification can help in avoiding family voting and group voting.
Electronic voting gives the possibility of the democratization of life in the country as
well as a natural involvement of various matters in elections. [3]
Referendums for local and national matters can be accessible by the citizens, because
with the utilization of a simple internet voting, also the referendums and public consultations
can be organized very quickly, without substantial costs, and with results announced in real
time.
One of the electoral violation that has also been recorded on the media is the so-called
"carousel effect", where the voter is given an already filled up ballot paper and against a payment
he or she is obligated to put that vote on the ballot box and to take with him the blank ballot.
The blank ballot paper is filled again by the militants and given to another paid voter. This issue
can be solved using the electronic voting method because ballot papers will not be used. The
digitalized voting will also be able to avoid other additional costs, such as the cost of printing
the papers, the endless infrastructure with commissioners, supervisors, ballot boxes, and useless
screens.
With internet voting, the vote can be announced as ineffective only if the voter chooses
so, by not voting for any subject or candidate. There will no longer be discussions such as "the
sign was out of the box", "there is a dot on the ballot paper", "he did not vote using a ticket or a
plus sign", etc. [18]
Electronic voting for a portion of the electors as well as the citizens living and working
outside of the state's territory can be done from their homes using an internet connection, similar
to how is done in Estonia. [18] A good idea would be to also implement in the voting centers,
voting machines, which would be utilizing the same software, to replace the outdated voting
rooms. These voting machines would farther help in avoiding the different issues found in the
process.
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2. LEGAL FRAMEWORK
The Constitution of Republic of Albania is the primary legal basis for the entire legal
framework in the field of elections. The Parliamentary elections and the local elections are
regulated by the 1998 Constitution (last amended in 2017) and also by the 2008 Electoral Code
(last amended in 2015). [15] [16]
The secondary legislation includes the Law on Political Parties, the Law on
Demonstrations, the Law on Decriminalization, the Law on Gender Equality in Society,
provisions of the Code of Administrative Procedures and Criminal Code, and CEC regulations.

2.1 Constitution of The Republic of Albania
The Constitution specified that Albania is a parliamentary republic, a unitary and unified
state. Its governance is rooted in a method of elections that are free, fair, inclusive, and
periodical. Supremacy in the Republic of Albania refers to the people, that exert their will
through their deputies or in a direct way.
It is deserving of considering article VII of the Constitution that decided that the
government's operation in the Republic of Albania is established on the division and balancing
of the three main powers, which are the legislative, executive and judicial authorities. [15]
Chapter III of the Constitution granted the political freedoms and privileges of citizens.
Thus each citizen who has attained the age of 18, even on the day of the elections, has the liberty
to vote and also to be chosen as a candidate. Solely the civilians who have been declared
psychologically and intellectually incapable by a court verdict do not possess the freedom to
vote.
It is also specified that the vote is personal, equal, free and secret.

2.2 Electoral Legislation
The most valuable of the electoral legislation in the Republic of Albania is the Electoral
Code, established by the Albanian Parliament on 29 December 2008 with the Law no. 10 019.
This Code was amended by Law no. 74/2012, dated on 19 July 2012 and Law no. 31/2015, dated
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on 2 April 2015. [16] This act represents in details the definitions and the principles, including
the following:
This act describes in details the definitions and the principles, including the following:
 Elections are conducted through free, confidential, fair and straightforward voting;
 Voters practice voluntarily their right to vote;
 Every Albanian citizen, who has attained the age of 18, without discrimination according
to race, ethnicity, gender, language, political conviction, religious belief, physical ability
or economic condition, has the freedom to vote and to be elected;
 Each voter has the right to only vote once for the election of an electoral subject.
 Elective subjects are free to exhibit their electoral programs in any legitimate style and
form.
 It is forbidden to provide for the use of elective citizens any tool, funds, or various other
materials that are public property, as well as human resources of the general
administration of any level.
The Code presents in details the foundations for the formation and management of
elections, starting by the Central Election Commission (CEC), its structures, mandates, benefits,
obligations, and authorities of CEC, chair, deputy chair, and other members. [16]
It is important for this project to emphasize the article 21/2, which explains the Rules of
the procedures required for the application of information technology in elections, including the
following:
I.

For the utilization of the modern information technology for voter authentication, voting,
ballot tallying and tabulation of the election outcome, until its development throughout
the entire territory of the country, the CEC commands special rules by a decision
supported by no less than five votes "pro".

II.

The rules incorporate the technology, the working staff, associations with the election
authority, individual rights and responsibilities, administration of data obtained from the
employment of technology and legal consequences, personal data protection, a previous
testing and a following affirmation of the technology, and adoption of schemes for voter
authentication, ballot counting and tabulation of results in order to optimize the process.
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III.

According to this Code, In the event of a technological malfunction that endangers the
integrity of the implemented technology, the Central Election Commission may choose
to follow manual voting or ballot counting. Severe and irreversible errors shall be
confirmed by the publication of a prior testing and trained auditors based on point 2 of
this article. The judgment for old-fashioned vote counting shall be supported by no less
than four votes "pro" by members of the Central Electoral Commission. Judicial
associations of the CEC decision on the use of technology, supported by no less than
five votes "in favor", terminate their outcome once the decision for manual ballot
counting is executed. Some other laws included in the Constitution of Albania that may
facilitate the realization of this idea are: [11]

 Law No. 9918, dated 19.05.2008, "On Electronic Communications in the Republic of
Albania", as amended by Law No. 102/2012 in compliance with the latest developments
of the acquis of the EU;
 Law No. 9880, dated 25.2.2008, "On the Electronic Signature";
 Law No. 10273, dated 29.4.2010, "On the Electronic Document";
 Law No. 9887, dated 10.3.2010, "On the Protection of Personal Data", as amended by
Law No. 48/2012 and Law No. 120/2014;
 Law No. 10325, dated 23.9.2010, "On the Basis of State Data";

3. DEMOGRAPHIC SITUATION
Albania is positioned in Southeastern Europe, and it is one of the smallest countries of
the continent with 28,700 square kilometers (11,000 square miles) of area. Albania is the 138th
most populated country in the world. [12]
The population of Albania on 1 January 2019, results to be 2,862,427 people showing a
decrease of 0.3% compared to the previous year. During the Year of 2018, the additional natural
part of the population is 7.130 residents (Births-Deaths), demonstrating a decrease of 17,4%
compared to the last year. Net Migration is -15.030 people, marking a decline of 0.9% opposed
to 2018. [13]
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The country is relatively densely populated for a tiny country of 28,748 square
kilometers, with 102 residents per square kilometer, or 39 residents per square mile. [12] Albania
is marked 144th in ranking for area and 105th in listing for population density.
In the year 2018, the median age of the population results to be 35,4 years.
On 1 January 2019, Tirana fills around 31,3% of the whole population, maintaining its
status as the most populated county of Albania, followed by Fier (10,3%) and Durresi (10.1%).
As for the other counties, five of them make up 2-5% of the whole population.
The calculations of the population on the first day of 2019 show that only three counties
of the country marked an increase in the population, while nine of them showed a decrease. The
highest growth was in Tirana (+12,6 for 1000 people), followed by Durres (+1,7 for 1000) and
Vlora (+0,2 for 1000). On the contrary, the most significant decreases were in Gjirokaster (-24,3
for 1000 people), Berat (-17,8 for 1000 people) and Diber (-16,8 for 1000 people).
INSTAT statistics show that Albania has a very homogeneous population where
Albanian make up 97% of the whole population. The three most significant national minorities
are Greeks, Macedonians and Montenegrins. [12]
Approximately 58% of Albanian's are Muslim, with a Christian population of 17%.
Nearly 25% of the population belongs to another religion or are identified as atheists. [10]
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CHAPTER 4 – INTERNET VOTING SYSTEM
1. ALBANIA’S CONDITONS FOR IMPLEMENTATION
Albania possesses the fundamental underlying conditions required for the eventual
implementation of an Internet Voting System, including the following:
1.

Well-developing Internet Infrastructure,

2.

A good range of mobile network coverage,

3.

A reasonable level of Public Information and Communication knowledge,

4.

Reliable Voters’ List,

5.

Polling stations are equipped with Internet-connected devices, as they are
continuously interacting with the Election Authorities.

It is necessary to highlight, that the number of holders of digital ID-s for online
identification, is still insufficient. However, as the number of e-services offered by the
government will continue to grow, so will the awareness of the population on the benefits of this
service offered for the Albanian citizens.

2. BASIC CONCEPTS OF INTERNET VOTING SYSTEM
2.1 Secrecy of Vote
The Internet Voting System must comply with all the principles of traditional voting, as
stated in the constitution of the Republic of Albania. The most critical proposition being the
secrecy of the vote. The system must guarantee at all circumstances that nobody can disclose
the votes and that the voter can have no mean of presenting evidence for the content of their
vote. [25]
2.2 Alternative Voting Channel
The Internet Voting System must be a secondary voting method, indicating that in any
way it shall not affect or conflict with the traditional paper-based voting process held on Election
Day.
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2.3 Advanced Voting Period
Internet Voting shall occur at a prior Election Day time-period. Albania's legislator
authorities must decide the exact time and duration. It is crucial to undertake this course of
action, in order to allow for a reasonable time-period to report the information about who has
previously used the system to vote online, in order to avoid multiple voting. [25]
2.4 Remote Voting
Anyone who possess the necessary digital means to identify themselves in the electronic
environment can use the Internet Voting system from practically anyplace, as long as they have
an Internet connection. [26]
The paper-based vote cast in the voting place has the precedence, indicating that in case
a voter has previously cast their vote online, they can revote in the polling station. The system
will delete their online vote to avoid double voting.
2.5 Voter Identification
As specified earlier, also in other countries' examples, there are several ways for electors
to authenticate themselves, such as: using electronic ID-cards, mobile-ID (the case of Estonia),
digital certificates, or using unique login credentials (codes and/or PINs) that can be sent to them
through the mail, phone messages, email or for even more security, different means combined.
For the case of Internet Voting in Albania, a combination of different methods of
authentication depending on the voter would be the most appropriate solution:
For voters who live in the territory of the Republic of Albania and wish to vote through
the system, it is mandatory for them to identify themselves using the electronic ID-card or
Mobile-ID.
For voters who live outside the territory of the Republic of Albania and wish to vote
through the system, without registering beforehand, it is also required to use the authentication
methods mentioned above. [27]
2.6 Voter Identification Outside of Albania
For voters who live outside the territory of the Republic of Albania and do not possess
the required methods that allow for digital identification, a distinct credential delivery system
needs to be established. [27]
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The procedure for providing Albanian citizens living abroad with their login credential
must go as follow:


Firstly, before the advanced voting period, the individual who wants to vote using the
Internet Voting System must register into an official web-page managed by the Central
Electoral Commission of Albania. After they express their will to vote through the
Internet, they are required to fill a form with their personal information: name, last name,
passport number, date of birth, personal identification number, email address, residence
address and phone number.



Secondly, the data will be automatically verified with the Voters Register List, and a
confirmation message will be sent to the voter via their email address.



Thirdly, a set of login identification codes will be generated for the elector. The first
code will be mailed in a secure envelope (like the ones used to send debit card PIN codes)
to the address of the voter's house. A smart strategy would be to restrict the number of
voters with the same house address in order to prevent illegal voting practices.



Lastly, during the advanced voting time, the voter should enter into the voting website
and fill in their personal information as well as the code they got by mail. If the data is
accurate, a second code will be sent to the voter through their mobile phone or a onetime link delivered by mail. The code must be inserted manually into a particular
authentication input field, and if it is also correct, the citizen will be transferred to the
voting website, where they may proceed voting as if they were using digital means of
identification.

3. REQUIREMENTS OF THE INTERNET VOTING SYSTEM
In this section, the requirements needed to be fulfilled by an Internet Voting System, in
order for it to be implemented successfully, will be described in detail. When it comes to
requirements, as we know, there are two key elements:
1.

Functional Requirements.

2.

Non-functional Requirements.
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The fundamental ideas are quite obvious, considering the scale of importance elections
hold for a democratic country, such as Albania. Hence, the main requirements, that will be
farther elaborated in the following part, include:


The system shall be considered trustworthy by all stakeholders affected by the election
process.



The system shall be designed to have a friendly interface for all end-users.



The system shall be designed to be accessible and available.



The system shall be designed to be scalable and adaptable.



The system shall be consolidated into the country's current electoral system.

3.1 FUNCTIONAL REQUIREMENTS
3.1.1 In Preparation for Election Requirements


The system shall guarantee the integrity of the data used and generated by the Internet
voting system.



The system shall be able to import the data required from the Register of Voters.



The system shall support the application of several authentications means when
identifying the elector before the use of the voting program.



It is advisable that the system comprises a process to support election administrators to
generate digital certificates reliably, in the circumstances this service is not available.



Central Electoral Commission shall have the complete authority over the regulation of
the voting process that utilizes the voting system.



The system shall require a particular number of members to do the decryption and the
final counting of votes, stopping a single person acting on his or her own.



The election data used by the voting system throughout the voting, and also the counting
process, is required to be auditable, to discover any manipulation attempt.
3.1.2 Election Process Requirements



The Internet Voting System shall support all Operating Systems and browsers.



Voters must be able to confirm the reliability of the voting system they are utilizing.



Voters shall not always be limited to use the same device to access the system.
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It shall be easy for the voter to understand the structure of the voting ballot.



Voters shall easily differentiate all the candidates.



The voting system shall differentiate the elected voting options in an obvious way.



The system shall support both the use of Albanian and English language.



The system shall notify users if they make any unintentional mistakes that could cancel
their vote.



The system shall allow electors to cast empty votes.



The system shall give the voter the possibility of altering their vote before saving it.



The votes shall be safe and secure from all possible harms, being these external or
internal.



The system shall use a cryptographic voting method to protect the votes.



Any voter verification means shall not promote vote pressure or vote buying vices.
3.1.3 Counting Process Requirements



Voters shall not be allowed to vote after the voting process is over.



Only after the system verifies the integrity of the box, the counting of its content shall
begin.



The decryption and counting procedures are required to check that all the votes received
in the boxes are chosen by eligible voters;



The decryption and counting procedures shall guarantee that in any way it will not be
possible for anyone to make a potential connection between the vote and the voter based
on the time sequence that it happened.



The system shall generate the final results using only the verified votes.



The system shall be capable of producing various election reports.

3.2 NON-FUNCTIONAL REQUIREMENTS
3.2.1 Security


The system shall guarantee that the only authority who can decrypt the content of the
votes shall be CEC.
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The system shall ensure that no one can make a possible connection between the vote
cast and the voter based on the sequence of time that it happened in.



Any audit procedure taken shall not discredit voters' privacy.



The system must assure that solely eligible voters can utilize it.



Before receiving any vote, the system must correctly identify the voter.



The voting system must ensure that no one else beside the voter can know for which
candidate he/she voted for.



The system must enable voters to confirm their vote was present during the decryption
and counting process, by providing a voting receipt.



The system must be scalable and fault-tolerant.
3.2.2 Usability



The system must implement a user-friendly interface.



The system should provide for an intuitive voting process, to eliminate the need for prior
training.



The system must support all browsers, as well as the main operating systems.



The system must give clear instructions and warning messages for the voters whenever
needed.
3.2.3 Accessibility



The system must back-up the usage of both Albanian and English languages.
3.2.4 Scalability



The system shall be capable of conducting elections for a large number of voters, simply
and cost-effectively.



The system is required to support the extension of different components without having
to discontinue the service
3.2.5 Compliance to Standards



The system must be compliant with all the conditions of the Electoral Code of the
Republic of Albania.
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CHAPTER 5 – SYSTEM DESIGN AND IMPLEMENTATION
1. UML DIAGRAMS
A UML diagram is a diagram or chart based on the UML (Unified Modeling Language)
to visually depict a system along with its central actors, tasks, activities or classes, to adequately
explain, modify or document detailed information regarding the system. In this section of the
project, the main UML diagrams based on the type and content of the IVS will be used to
describe how the system is going to operate.
1.1 Use Case Scenarios
The Internet Voting System has only two main actors, which are:


Administrator,



Voter.
Both of these actors perform several activities while interacting with the IVS.
Once the Administrator is verified and he/she is able to log into the system, he/she has

access to the main modules of the system which are: Votes, Voters, Candidates, Positions and
Results, and shall be able to perform CRUD (create-read-update-delete) functions on them.
It is important to mention that all CRUD functions performed by the Administrator shall have
a strong logical, and legal support. For example, the Administrator cannot delete or edit Votes,
because that would defeat the whole goal of free and believable election results.
On the other hand, the Voter and the interaction he/she will have with the system is
going to be much simpler. Once the Voter is authenticated, he will be presented with the Vote
Ballot where he shall be able to select his candidate of choice. The main use case scenario of
the voter would, therefore, be the casting of the vote through the Internet Voting System.

The table below depicts all the different Use Case Scenarios of the system:
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Use Case
Actor

Code

Use Case Name

Use Case Description
The main use case scenario of

Voter

UC_01

Vote

the voter is to authenticate and
cast his/her vote.
After casting his/her vote the

Voter

UC_02

View Vote

voter has the right to
authenticate again and view the
content of his vote.
After admin logs into the

Administrator

UC_03

View Dashboard

system, the dashboard with the
main election information will
be displayed.
Admin can view Votes general
information, in order to know

Administrator

UC_04

View Votes’ List

who has already voted. He
cannot see the content of the
vote.
In the cases when it is

Administrator

UC_05

Reset Votes

necessary, admin has the
possibility to reset all votes.
In order for the administrator
to know if an individual has

Administrator

UC_06

Search on Votes’ List

already votes on the system,
he/she can search the voter’s
name on the Votes’ list
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Administrator has accessed on
Administrator

UC_07

View Voters’ List

the list of individuals who are
eligible to vote.
In the unlikely case, where
there is a error on the voter’s

Administrator

UC_08

Edit Voter’s

information, which will not

Information

allow him to vote through the
system, administrator can make
the necessary changes.
If a voter is not eligible to vote,

Administrator

UC_09

Delete Voter

the administrator can delete
him/her.
Administrator can search a

Administrator

UC_10

Search on Voters’ List

voter from the voters’ list if
needed.
Administrator can view all the

Administrator

UC_11

View Position List

counties where elections via
IVS are being held.

Administrator

UC_12

Add New Position

Administrator

UC_13

Edit Position

Administrator

UC_14

Delete Position
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Administrator can add new
counties.
Administrator can change
counties’ information.
Administrator can delete
counties.

Administrator

UC_15

Search on Positions’
List

Administrator

UC_16

View Candidates’ List

Administrator

UC_19

Add New Candidate

Administrator

UC_20

Edit Candidates

Administrator

UC_21

Administrator

UC_22

Administrator

UC_23

Administrator

UC_24

Administrator can search a
voter from the positions’ list if
needed.
Administrator can view the list
of all candidates participating.
Administrator can add new
candidates.
Administrator can update
candidates information.

View Candidates

Administrator can read all

Platform

candidates electoral Platforms.

Delete Candidate

Administrator can delete
candidates if needed.

Search on Candidates’

Administrator can search a

List

particular candidate.

Edit Candidates’ Logo

Administrator can upload the
logo of the candidates.
Administrator can view how

Administrator

UC_25

View Ballot Position

the ballot will be displayed to
the voter.

Administrator

UC_26

View Results

Administrator

UC_27

Print Results
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Administrator can view results
of the elections.
Administrator can print the
official results.

1.2 Activity Diagrams
An activity diagram describes the control flow from a start point to an ending point
giving the multiple decision pathways that exist while the activity is being executed. We are
going to use these diagrams to depict the dynamic aspects of the IVS.
Figure 2 Swim-lane Diagram for Voter Activities
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The Activity Diagram displayed above shows the flow of actions that the Voter would
have to perform in order to successfully vote.

Figure 3 Admin Activity Diagram AC_03-AC-05

The Activity Diagram displayed in the next page shows how the Administrator of the
system can log into the system, be presented with the Dashboard view, got to the Voters page
and be able to search for a specific voter or delete an existing one.
Other Activity Diagrams depicting Administrator's functionalities are shown in the
Appendix of this project.
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Figure 4 Admin Activity Diagram AC_07-AC_010
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1.3 State Diagrams
State Diagrams are utilized to describe state-related behavior. An object behaves
differently to the same situation based on what state it is in. State diagrams are used generally
on objects but can be utilized to any element that has behavior to different entities such as actors,
use case scenarios, methods, etc. State Diagrams are closely related to Activity Diagrams and
Sequence Diagrams.

Figure 5 Voter State Diagram

In the State Chart shown above, the different states that the Voter has to go through in
order to successfully perform the act of voting, are depicted in detail. The first state that the
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Voter is presented with is the Ballot Displayed state, where there are shown all the candidates
that the voter may choose from. After selecting their candidate of choice the Voter can go
through several additional states such as: Vote Reset, Vote Preview, Platform Displayed etc.

Figure 6 Admin State Diagram

The Administrator State Chart is a bit more complex, because the Administrator
performs a higher number of functions in the IVS and therefore he/she goes through more states
then the average Voter.
The first state the Administrator is presented with is the Admin Dashboard, form where
he/she can access all the different modules of the system.
If the Administrator decides to move along the State Diagram and go to the Positions
menu, he will be presented with three sub-menus related to the CRUD functionalities that the
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administrator possess. Here he can edit a position, which for the general Elections refers to
counties, add another or remove an existing one.
Similarly, based on the diagram shown above, we can get an idea for the other sub-menus
such as Candidates, Voters, and Votes.
On the View Ballot Menu, the Administrator can get a preview of how the ballot will be
displayed to the voter. Lastly, on the Results, the administrator will be able to view and print the
Elections outcome.

1.4 Sequence Diagrams
A Sequence Diagram is part of the interaction diagrams and describes how actions occur
and how they are organized based on time. As time progresses you go down the diagram. The
objects included in the diagram are lined from left to right based on when they take part in the
sequence.

Figure 7 SEQ_01-SEQ_02
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The series of actions taken by the Voter goes like this: Voter inserts into the Card-Reader
device connected to their computer, their Electronic Card-ID, if the card is recognized an
acknowledgment is shown to the Voter through the Interface. After this step, the Voter is asked
to insert his personal PIN and if the card’s biometric information together with the PIN number
matches the records stored into the Civil Status Register of Albania, the Voter is redirected to
the Ballot Page. In the Ballot Page, he/she may proceed to select their candidate of choice and
submit the vote, which will be saved on the Vote Database.

Figure 8 SEQ_3-SEQ_5

The Sequence Diagram shown above represents the flow of activities taken by the
Administrator to Login, View Votes and Reset all Votes.
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The Sequence Diagram shown below represents the flow of activities taken by the
Administrator to:


Log into IVS.



View Dashboard.



View Candidates Page.



Search Candidate.



Edit Candidate.

In similar fashion, Add New Candidate, Delete Candidate and Upload Candidate Logo
could be displayed on this diagram.
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Figure 9 SEQ_16-SEQ_20
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Also, the similar CRUD functions that the Administrator has the right to perform on all
the different modules, such as: Voters, Votes, Positions can be depicted in almost identical
Sequence Diagrams.

1.5 Deployment Diagrams

Figure 10 Deployment Diagram

We are using the Deployment Diagram to give a simple idea of how the software and
the hardware will be connected to make the system functional. On the voting location, the voter
is equipped with a computer device and the card-reader device connected to the computer, using
an HTTP connection, the voter will be able to access the system, through the application web
server.
The Internet Voting System, on the other hand, is connected to the database servers,
which will make possible the authentication of the voter as well as the counting of his/her vote
on the final results.
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Next to give an even more detailed view of how the system is going to operate in the
software execution environments, and how the IVS is going to interact with various other
components taking place in an election process, the architectural design of the system will be
presented.

1.6 System Architecture

Figure 11 System Architecture

The architecture of a system represents its main components, their relationships
(structures), and how they interact with each other.
Architecture displays a blueprint of s the IVS. It presents an abstraction to manage the
system complexity and build a communication and coordination mechanism among
components.
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In this case, the architecture of the Internet Voting System is represented in the diagram
above. It visualizes how the voting process will take place, starting with the identification of the
voter through the Card-ID, the encryption of the vote in order for it to be secretive, and all the
other processes taking place until the very end when election results are announced. It also
shows how other parties, such as Election Authorities and Auditors can interact with the system.

2 IMPLEMENTATION TECHNOLOGY
2.1 IVS IMPLEMENTATION
First of all, it is necessary to consider that the software developed by me for this project
is just a simple concept of what an Internet Voting System for the Republic of Albania could be
in the future. Hence, the technologies we have used are the ones we have studied during these
years, including the following:
 PHP - as the scripting language best suited for web applications.
 MYSQL - as the relational database management system.
 HTML - the markup language we used for creating Web pages.
 CSS - the language that defines the style of an HTML page.
 BOOTSTRAP - the framework used to make the pages more interactive.
 JAVASCRIPT - used to add dynamic behavior and handle request from the users.
 JQUERY - as a library of JavaScript that makes it much easier to implement.
 AJAX - as another component of JavaScript.
The technologies mentioned above are all required for the system to be interactive and
functional. PHP is the server-side scripting that communicates with the database and executes
the computations necessitated to produce the reports. Utilizing the PHP language, we were able
to achieve all the CRUD functions performed by the users. HTML includes components such
as forms from which data is collected from the users. CSS and BOOTSTRAP are applied to
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create a user-friendly interface and stylish application. MYSQL is the technology that performs
the queries from the database. JavaScript, JQuery, and AJAX are used to make the software
more responsive. Every technology has its role in the development of this functional software.
2.1.1 Database
It is not possible to build a functional Internet Voting System without firstly having a
well-built database to collect the information.
The database shall enable the Administrator to retrieve all the data related to the election,
the voters and the votes. Building a database is a fundamental process, and it should be
accurately administered.
The connection to the database is done through the following lines of code:

Figure 12 Database Connection

For demonstration purposes, to store every data that will be used in the voting system
we created a database with several tables, all of which have distinct purposes related to the
election process.
Creation of tables and specification of the relationship among them is recognized as the
process of Normalization. The intention of this rule is not only to preserve the data but also to
avoid redundancy.
For information storage, we have created a database named votingsystem1 which holds
tables with different purposes and usage:


Candidate;



Positions;



Votes, etc.
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Figure 13 Database Schema

Of course, to really make the Internet Voting System functional and ready to be used on
national elections, the database must be connected with the Civil Status Register of the Republic
of Albania, and it shall be connected and work in similar fashion with the E-Albania, because
after all, internet voting will become an E-service offered by the government.
The images below give a general idea on how the database tables will be structured.
The following table holds admin credentials:

Figure 14 Admin Table

The following table holds Candidate’s Information:
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Figure 15 Candidate Table

Figure 16 Voter Table

The table shown above holds Voter’s Information. Since it is not possible for me to
implement a Card-reader technology yet, we created a secure login system with auto-generated
voters_id and encrypted passwords.

Figure 17 Position Table
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The table above holds the information of Albania’s twelve counties.
2.1.2 Pieces of Code.
On this section we will display some of the main sections of the code we used to make
the software functional.

Figure 18 Edit Candidates Code

This is the code used to edit already existiong candidates. The administrator has the
rights to update the candidate’s name, lastname, the position/ county the candidate or the party
is participating in, the electoral platform of the candidate as well as the candidate’s logo.

Figure 19 Delete Candidates Code
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With the creation of this PHP page we implemeted the Delete Voter functionality that
the Administrator posses.

Figure 20 Reset Votes Code

These lines of code were used to make possible for the Administrator to reset all votes,
in case of an emergency or when the voting process is finished.

To display the Election Result we coded the following lines:

Figure 21 Election Results Code

To display this information in bar chart form we used the following script:
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Figure 22 Bar Chart Code

On the following code section, we are showing a part of the print.php page used to print
the PDF version of the Election Results:

Figure 23 Print Results
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2.1.3 Demonstration.
Once the Voter is authenticated he/she is presented with the Vote Ballot:

Figure 24 Ballot

Once the vote is submitted a message appears:

Figure 25 Response

Once the Administrator is logged into the system he/she is presented we the Dashboard
View. Here he has access to all the different modules of the application. A general information
44

regarding the number of Positions, Voters, Candidates and Votes Casted is also displayed in the
main page of the Administrator.

Figure 26 Admin Dashboard

When Administrator goes to Candidates, he/she is presented with this table, when he
can Add, Edit and Delete the candidates participating in the Election.

Figure 27 Candidates List
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The Results of the Election are displayed in the following page:

Figure 28 Result

When the Administrator clicks on the Print Button, he is presented with the PDF version
of the results:

Figure 29 Print Results
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2.2 IMPLEMENTATION OF THE IVS BY THE CENTRAL ELECTORAL
COMISSION
On the other hand, when and if the Central Electoral Commission of the Republic of
Albania decides to implement such a system on the Electoral process, there are many conditions
to consider:
2.2.1. Software Development.
When speaking about the software development of a project with such a vast scope and
importance, it is evident that for the creation of it, a team of very experienced senior software
engineers is required. The number of team members may vary according to the time needed to
finish the project. The developers must be specialized in software security, as security is the
most important and essential requirement of this project. Well-Structured and detailed
documentation is needed to support the development of the Internet Voting System. Indeed,
experts in other fields related to the electoral process shall be included in the development
process of this software.
2.2.2. Software Maintenance.
Maintenance is another process which shall be carefully considered as it is almost as
crucial and as costly as the development itself. Again, as it is a project of extreme importance,
it is absolutely necessary to be protected from bugs, internal and external harms. All four types
of software maintenance: corrective, adaptive, perfective, and preventative, shall be considered
at different periods of time.
2.2.3. Cost Consideration.
One of the most important factors to be considered is whether or not the cost of the
Internet Voting System can justify its benefits. As we mentioned before, to develop the system,
experienced engineers and software developers must be employed, and their paycheck will, of
course, be on the higher side. Also, maintenance, as we mentioned, can be very costly for several
reasons, such as changes in Electoral Code, programming language, programming
documentation, hardware issues, etc.
Moreover, the Internet Voting Process consists of many activities. The organization of
voting locations for online voting demands supplementary equipment and specialized skills
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from the staff. For Electronic Voting, establishing the voting place is no less complex. For an evoter, the voting place is the voting device through which he casts his vote. Nevertheless, the
required infrastructure without which e-votes could not be considered incorporates an electronic
ballot box (which is a vote storage server), vote forwarding server and the log server. For voter
identification in IVS, the voter authenticates himself with an ID-card used via a card-reader in
the voter application. Based on the data retrieved from an ID-card, the software displays the
proper ballot. Processing votes is the least difficult activity as every vote is stored in ballot
boxes, and no further actions are required before the count paper. [6]
Regarding Internet Voting, we contemplate such activities as auditing the IVS;
organizing training gatherings for supervisors, the media and everyone occupied in online voting
to establish trust; managing the penetration test of the IVS; observing the network; counting and
recounting of votes; storage and elimination of e-votes, voter ID cards, and hard drives.
Consequently, estimating I-voting costs also examines such cost as transportation and
printing costs, labor costs and depreciation costs which take into consideration the anticipated
life span, original costs of Internet Voting System development and the costs of updates and
replacement.
However, in the long run, the costs of the Internet Voting System can prove to be
justifiable. Let's take, for example, the case of the Estonian Internet Voting system. [6] In the
table below is shown the cost per vote cast through different voting channels:
Voting Method

Cost/Vote

Vote Cast Electronically

2.32€

Vote Cast on Election Day

4.27€

Early Vote Cast In The Country's County Centers

6.42€

Vote Cast At a Local Polling Division

20.41€

These numbers clearly depict the long-run advantages of implementing this channel of
voting in the electoral process.
By making a few simple calculations, we can get a close number to the cost per vote for
the Albanian elections. Records say that there are 5362 voting centers in the territory of Albania,
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each having a minimum of five individuals employed as election supervisors paid with at least
10000 ALL each, adding to this the costs of the 3,518,657 ballots printed, marking ink, etc., the
cost of each election would be roughly 750 million ALL. By dividing this with the number of
the voters, we have the cost per vote on the voting center, which is roughly 305 ALL or 2,5€.
On the other hand, let's suppose that a system of this scope would cost Albania around
60 million USD. The cost per vote for the first year of implementation would be quite high,
approximately 20€ per vote. Nevertheless, what we should emphasize is that Albania conveys
elections every two years, with the same expenses. If the system is implemented, for sure the
initial costs will be quite expensive, but since every election could utilize the same system with
no other fees but maintenance, over the years, we will arrive at the same position as Estonia,
where the electronic vote will be the less expensive of them all.
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CHAPTER 6 – CONCLUSION

1. OUTLINE OF THE PROJECT
At the beginning of this project, we briefly explained the issues we find in the Albanian
electoral system, and gave the idea of an Internet Voting System, which in theory could be the
ultimate solution to those problems. The reason why we considered it the answer to the election
process' dilemmas, was also strengthened even more by the conclusions of the review on other
countries' Internet Voting System. The positive outcomes that countries such as Estonia,
Canada, and Switzerland have been experiencing because of the implementation of the new
voting technologies, such as higher voter turn-out and fewer costs per vote, can be considered
as great examples for the case of Albania.
On the other hand, it is important to understand, that Albania, in many aspects, is not as
developed as the countries previously mentioned, and a detailed analysis of its legal and
demographic situation was required in order to come to a conclusion of whether Albania can
support the implementation of such a system in its electoral process. From the analysis
conducted, we came to the conclusion that Albania can indeed offer a suitable environment, for
the use of an Internet Voting System, as it shows a well-developing Internet Infrastructure, a
good range of mobile network coverage, a reasonable level of Public Information and
Communication knowledge and a reliable Voters' List. Based on all this information, we started
designing a system which could be suitable for the Central Electoral Commission of the
Republic of Albania. The system was designed based on the necessary functional and nonfunctional requirements, highlighting the importance of the security and secrecy that a voting
process must exhibit. The technical aspects of the IVS software are farther specified by the
utilization of the UML diagrams.
The IVS voting process is fairly simple. The Voter must connect his/her computer or
mobile to a card reader device, input his/her biometric identification card on the device, enter
the PIN on the form displayed on the screen, select their candidate of choice and submit the
vote. The whole process will not take longer than a few minutes, which is an excellent advantage
for the Voter who dislikes the long waits in the voting centers. Because of the time-efficiency
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the IVS provides, it can result in a higher voter turn-out, making the outcome of each election
even more trustworthy and incontestable. As mentioned in previous sections, the cost of the
system to be implemented by CEC can be quite expensive, but with the exception of the
maintenance costs, it is a one-time investment, which in the long run can result to be much more
beneficial than the traditional voting channel.

2. THREATS AND OPPORTUNITIES
The installation of electronic voting could conflict with the electoral principle of
universal suffrage. It includes eligibility to vote and qualification to be elected and assures equal
access to the election. The unjustified rejection of individual residents from participation,
particularly for political, economic, or social reasons, is inconsistent with this. The electoral
participation cannot be made conditioned on particular circumstances that cannot be fulfilled by
everyone. The elections are only universal if there is fairness in active and passive suffrage.
Hence, the generalization of the election is also a distinctive feature of the principle of equality.
In principle, the introduction of electronic voting supports the principle of the generality of
choice, granted that it is intended as a further participation opportunity without eliminating other
participation options. The installation of electronic voting is currently seen as a mean to boost
voter turnout.
Nevertheless, it would be questionable to assess arrangements that provide for an
exclusive limitation to the internet option with one's computer. In this instance, voters who own
no computer, have no access to the Internet or no computer knowledge could, in actuality, be
omitted from the right to vote. In particular, elderly individuals or those who are not familiar or
not adequately familiar with the technological opportunities for other purposes would be
prevented from the right to vote. According to this logic, voting via the Internet cannot be the
sole method of voting. It must be guaranteed that a vote at the voting location is allowed and
that there is an option of either voting with paper ballots or electronically (off or online) with
existing technological devices (voting computer, screen, online choice, and Internet access).
While voting electronically, it also must be assured that the performance of the official
voting computer (proper hardware and software) runs not only flawlessly, but also indeed
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signals, if - as a consequence of a performing error - an invalid vote should be counted.
Otherwise, the person authorized to vote would be unlawfully barred from the election. The
chance of fixing the vote before the sending process and the occurrence of intentionally invalid
voting also must be reassured.
Considering the voting person himself must be conscious of the impact of his vote, the
involvement of an independently acting voting computers or other decision-making bodies are
prohibited. The voter, consequently, must have the "ultimate word" in the outcome. Neither the
computer nor a third party may execute the voting choice in the position of the person voting.
Only a correctly functioning voting computer defended against manipulation of third parties
does not alter the principle of the immediacy of the election. Everyone should be capable of
executing his active and passive right to vote in fair practice. Each vote must have an equal
impact on the election outcome. It is hence of remarkable importance in electronic elections to
stop technical manipulation in which a person votes many times or votes of other individuals
are not registered.
Compliance with the principle of a confidential ballot is a problematic challenge for
electronic voting, which necessitates proper technical arrangements. Hazards can happen in the
election in the voting station and the Internet election outside of it. Digital devices could emit
signals that could be spied out, and judgments could be made about voting behavior. Even when
forwarded over the Internet or other electronic devices, the data streams could be observed. n
Internet elections, the discovery capacities are considered even stronger than in offline elections
with the official voting machine in the polling station. Accordingly, special regards to secure a
confidential election or referendum are expected. Advanced encryption methods are obliged to
decrease the risk of exposure.

3. SUGGESTIONS
The use of an Internet Voting System or Voting Machines in the polling stations can be
a bit of a foreign notion for the average Albania citizen. One of the questions that need an answer
is, of course, how willing to cast their vote in this manner are the Albanian voters. Indeed, an
awareness-raising campaign would be required. The introduction of the Internet and its
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extensive usage by the younger generations would attract them towards this innovation and in
contrast to the long waits in queues in the voting centers, would make them more interested and
participants in the civic decision making of their future.
An achievement of a compromise related to the type of electronic voting, the usage of
the machines and the Internet Voting System, the printing of the ballots, whether the cost of the
implementation is justifiable, etc., shall be reached through a process of constructive discussions
between the experts of the political parties and also independent experts of different fields, for
the most adequate and long-term solution possible. Numerous detailed analyzes would be
needed to end the doubts and dilemmas that the vote has been cast according to the voter's will,
that the counting has been done correctly and that the winner announced and all the other
candidates will not have any reason to contest in the future. Only through completing these
conditions, the basis of democracy will be consolidated and will give excellent results for better
management even from the government, towards the growth of the well-being of the Albanian
citizens.
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APPENDIX A – DFD
A data flow diagram illustrates the way information moves through a system. It
incorporates data inputs and outputs, databases, and the various movements of data. Data flow
diagrams visually describe systems and processes that would be troublesome to explain in a
chunk of text.

Figure 30 DFD Level 0

In the above DFD of level 0, a general idea of how the data moves around the system is
given in a very simple way.
In the DFD of level 1 shown below, a more detailed description of the data flows is
visualized through the different entities.
On the diagram, there are shown the central database components of the system:


Civil Status Register Database;



Votes Database;



Positions Database;



Candidates Database.
Through the various arrows, you can see how the information flows, from the two main

actors:


Voter;



Administrator,

to the databases mentioned above.
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Figure 31 DFD Level 1
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APPENDIX B – Additional Activity Diagrams

Figure 32 Admin Activity Diagram AD_11-AD_15
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Figure 33 Admin Activity Diagram AD_16-AD_20
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Figure 34 Admin Activity Diagram AD_32,AD_33
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APPENDIX C – IVS Screenshots

Figure 35 Admin Log In

Figure 36 Admin Main View
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Figure 37 Candidates List

Figure 38 Candidates Platform
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Figure 39 Candidates Update

Figure 40 Positions List
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Figure 41 Edit Positions

Figure 42 Reset Votes
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Figure 43 Ballot Preview

Figure 44 Elections Outcome
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